Safe Exam Browser

Vytvorenie konfiguraéného siboru

Konfiguraény stibor (.seb) sa vytvara pomocou komfortného konfiguraéného nastroja SEB Config
Tool, ktory sa automaticky nainstaluje zaroven s prehliadacom SEB. V subore sa nastavuju restrikcie,
ktoré chce pedagdg aplikovat’ na Studentovom pocitaci pri vykonavani testu.

Na stranke https://safeexambrowser.org/windows/win usermanual en.html#confiquration sa
podrobne popisane vSetky moznosti konfiguracie.

Po prvom spusteni SEB Config Tool su hodnoty prednastavené na $tandardni troven bezpe¢nosti. Ak
nemate nejaké Specifické poziadavky (napr. pristup k urcitym aplikaciam alebo internetovym
strankam pocas vykonavania testu), sta¢i, ak vykonate nasledujice ¢innosti (1 — 10) v sekcii General,
User Interface,Config File a Exam.

Dalsie strany popisuju sekcie, v ktorych moZete ponechat’ prednastavené hodnoty, ak nepotrebujete
vyuzit moznosti nastaveni, ktoré ponukaju.


https://safeexambrowser.org/windows/win_usermanual_en.html#configuration

Sekcia General

@™ seB Configuration Tool - Ch\Users\userDesktophSebClientSettings_p.seb

File  Revert Settings  Use Settings
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Corfirm administrator password | SssssassassEEas |

Allow user to quit SEB

Cuit/unlock password | |

Corfim quit/unlock password | |

Zadajte adresu stranky, ktora sa ma nacitat’ po spusteni SEB
(zvycajne odkaz na test v Moodle).

Nastavte administratorské heslo, ktoré chrani nastavenia v stibore
pred neopravnenou zmenou pomocou SEB Config Tool.

Alternativne mozete nastavit’ spdsob ukoncenia SEB:

a. ukoncenie nie je povolené (v tomto pripade je potrebny
restart pocitaca, vhodné skor pre centralne spravované
ucebne),

b. ukongenie je povolené bez obmedzeni,

C. ukondenie je povolené, ale s heslom Quit/Unlock
password

d. ukongenie je povolené pomocou odkazu v spitnej vdzbe
testu, viac informacii na
https://safeexambrowser.org/windows/win_usermanual_en.html
#ExamPane.

Ak pouzijete moznost’ ¢) alebo d), vloZte heslo alebo odkaz na
ukoncenie SEB do celkovej spétnej odozvy v teste v Systéme
Moodle, ¢im zabezpecite, ze Student nemdze ukoncit’
prehliadac SEB skor, ako ukon¢i a odosle test.



https://safeexambrowser.org/windows/win_usermanual_en.html#ExamPane
https://safeexambrowser.org/windows/win_usermanual_en.html#ExamPane

Sekcia User Interface

™ SEB Configuration Toel - C:\Users\user'Desktop' 5ebClientSettings_p.seb
4. Nastavte v prehliadaci rezim

File  Revert Settings  Use Settings celej obrazovky Use full screen

L _ Flle a A, mode.
i | General c@ Config File [l v User Interface Browser ‘? Down,/Uploads v Beam

Na paneli prehliadaca vypnite
vSetky nepotrebné indikatory,

Browser view mode Audio Cor . sy
ponechajte zobrazenie Casu.
i) Use browser window Enabl
(®) Use full screen mode O] Mute
() Touch optimized [] Setini
Spell Ches
100% Left D Allow
[Centar |

100% tight

Browser Window Toolbar
] Enable browser window toolbar ] Show menu bar (Mac)
Allow address bar for main window (Win)
Allow address bar for additional windows (Win)
Show developer tools in window menu (Win)
Hide toolbar as default (Mac)

Taskbar / Dock / Side Menu
[ Show taskbar / dock [ 1 Show Wi-Fi control (Win)
[ Show side menu [] Show reload button
Show time
Show keyboard layout

Enable zoom (Win/Mac) Foom mode Win (Ctd-Mousewheel)
Enable page zoom (®) Use page zoom
Enable text zoom () Use text zoom




Sekcia Config File

™ SEB Configuration Toel - C:\Users\user'Desktop' 5ebClientSettings_p.seb
6. Zvol'te pouzitie siboru nastaveni

File  Rewvert Settings  Use Settings iba pocas vykonania testu —
(e 3 . File 7 ; Al starting an exam, po skonéeni
A | General U& Corfig File User Interface @ Browser ;”t Down//Uploads { Exam SEB sagobnovia nappoéitaéi
Studenta povodné lokalne

nastavenia.

|lse SEB settings file far...
Druhou mozZnostou je trvala

® starting an exam konfiguracia klienta configuring
i) corfiguring a client a client — pocitaca, na ktorom sa
pouziva SEB. Je vhodna skor pre
centralne spravované pocitacové
ucebne.

Allow to open preferences window on client (Mac)

Choose identity to be used for encrypting SEB settings file...
7. Zadajte heslo na zaSifrovanie

MNone e .
: : suboru nastaveni Settings
Lze old asymmetric-only encryption for SEB < 2.2) [] password, aby nebol SitatePny
lUse either a cryptographic identity or a password or both a editovatelny v textovom
Settings password |.... | editore. Zvol'te jednoduchu

hodnotu (napr. ,.test”, ,,2020).
Tuto hodnotu musite Studentom
oznamit, systém ju totiz vyzaduje
pri spusteni konfiguraéného

Corfirm settings password |u.. |

Config File Editing: Revert Settings to... ge Curent Settings to... suboru, ked’ potrebuje stibor
Open Seti Default Seti N dekddovat’ a naditat’ z neho
pen Settings... au ings plicate nastavenia.
_ _ _ _ 8. Po ukonceni konfiguracie ulozte
Save Settings Local Client Settings Corfigure Client

konfiguraény stibor Save Settings
As.

Save Settings As... Last Opened




Sekcia Exam

@™ SEE Configuration Tool - C:\Users\user\Desktop!\SebClientSettings_p.seb

Revert Settings

[= % L File e 3
i | General f@ Config File User Interface ‘3 Browser J”f Down/Uploads

Browser Exam Key / Config Key

The Browser Exam Key and the Caonfig Key allow to verfy differert aspects of an exam. They both depend on
all configuration values defined for a file, i.e. they change whenever a configuration value changes. The keys
can be used independently from each other, but both are sent with every HT TP request if activated. Copy a
key to the according field in vour quiz settings in the exam system having support for SEB 2.0 ar later built in.

Use Settings

IMPORTAMNT: Always copy the keyls) as a last step, after the corfiguration file was saved!

|Ise Browser Exam Key and Config Key

Browser Exam Key

The Browser Exam Key verfies the intergrity of an installed SEB version as well as the configuration used by
an exam client. This means that this key is diferent for every configuration and SEB version used. t changes
when one or more configuration valuels) change as well as when a different SEB version is used.

|cEca?ncBEZﬁcMﬁeZEﬂefﬂceIﬂdﬂﬂﬁefchE;Zﬁﬂ?cfcade?MaZEaﬁ?Baﬁdﬁ?EE |

Config Key

The Config Key verfies that an exam client uses the comect configuration. This means that the key is different
for every configuration (unless they have exacthy the same values). It only changes when one or more
configuration valuels) change, imespective of the SEB version used.

4712080250 ede4032e6a 752 3246096416 1d63a%26d 9403 2ca2 1ac 82 1cf b4 |

9. Po ulozeni stiboru skopirujte kI'a¢
Browser ExamKey do nastaveni testu
v Moodle (allowed browser exam keys).

K¢ je viazany na konkrétne nastavenie
konfiguracie a verziu SEB. Pri spusteni testu sa
overi, ¢i kI'i¢ zodpoveda hodnote klic¢a v
konfiguracnom subore, ktory ma Student pouzit’.

Upozornenie:

K¢ skopirujte do Moodle po uloZeni
konfigura¢ného suboru, pricom uZ nesmiete
menit’ Ziadny parameter v nastaveni!

Pri akejkol’vek dodatocnej zmene konfiguracie
alebo zmene verzie SEB sa vygeneruje novy
konfigurac¢ny kld¢. Zmenentl hodnotu musite
vzdy v nastaveni testu aktualizovat’.

Ak ste v zalozke General nepovolili Standardné
ukoncenie SEB, mozete pouzit’ parameter Link to
quit SEB after exam a zadat’ odkaz na ukoncenie
SEB - http://safeexambrowser/quit, ktory vloZite
do spitnej odozvy po ukonceni testu.

10. Ukoncite na svojom pocitaci vSetky
aplikacie a dvojitym kliknutim spustite
konfiguracny subor. Spusti sa prehliadac
SEB s nastavenou predvolenou strankou
testu. Prihlaste sa do Moodle a zacnite
test vykonavat. Overte, ¢i su funkéné
vSetky obmedzenia, ktoré ste nastavili
v konfiguratnom subore.



http://safeexambrowser/quit

Sekcia Browser

%™ SEB Configuration Teol - C:\Users\user'Desktop' 5ebClientSettings_p.seb

File  Revert Settings  Use Settings

[+ - L, File B A
i | General C@ Config File User Interface ‘) Browser “? Down./Uploads ]

Links requesting to be opened in a new browser window ...

get generally blocked [] block when directing to a different server (Mac)
open in same window

Mew browser window size and position

Lett
Width (1000 W Horizontal positioning m

Height | 100% w

Browser security

[] AMllow navigating back forward in exam Allow navigating in additional windows
Allow reload in exam Allow reload in additional windows
Show reload waming in exam [ ] Show reload waming in additional windows

[] Mlow toolbar of internal PDF reader (Win). This enables access to the print and download dialogs.

H Delete cache when re-configuring or terminating SEB (Win). This setting is ignored if "Clear
browser session when ending” in section Exam > Session Handling is deactivated!

[] Use SEB without browser window
to start another application in kiosk mode for example a virtual desktop infrastructure client)

Vyberte, ktoré ¢innosti mézu a nemdzu robit’ Gicastnici testu
pri spusteni prehliadaca. Moznosti zabezpecenia prehliadaca
zahfnhaju:

e povolit navigaciu dozadu / dopredu
e povolit opitovné nacitanie

e zablokovat kontextové okna

e povolit navigaciu v d’alSich oknéch

Podrobné informdcie k tejto sekcii st na stranke
https://safeexambrowser.org/windows/win_usermanual en.
htmI#BrowserPane



https://safeexambrowser.org/windows/win_usermanual_en.html#BrowserPane
https://safeexambrowser.org/windows/win_usermanual_en.html#BrowserPane

Sekcia Down/Uploads

¥ SEB Config Tool - C:\Users\user\Desktop\SebClientSettings_p.seb

File  Rewvert Settings  Use Settings

— N P
i i | General f@ Corfig File E@ User Interface a Browser ‘? Diowry

[] Alow downloading and uploading files

Save downloaded files to... |

Download directory on Mac |"KannIuads

[] Open files after downloading

Choose file to upload... (Mac)

by attempting to uplnathe same file downloaded before
by only allowing to upload the same file downloaded before

[ ] Download and open PDF files instead of displaying them inline (Mac)
[ ] Mlow using Acrobat Reader PDF plugin finsecure! Mac only)

Download and open SEB Corfig Files

Tato sekcia obsahuje povolenia na stahovanie a upload stiborov.

Podrobné informaécie na stranke
https://safeexambrowser.org/windows/win usermanual en.html#DownU

ploadsPane



https://safeexambrowser.org/windows/win_usermanual_en.html#DownUploadsPane
https://safeexambrowser.org/windows/win_usermanual_en.html#DownUploadsPane

Sekcia Application

¥ SEB Config Tool - C\Users\user\Desktop\SebClientSettings_p.seb

File  Revert Settings  Use Settings

d - I Fiie [, =) S
i | General a Config File  [guey User Interface . Browser ‘f Down/Uploads  ~—— BExam '\IA, Applications Additional Resources @ Metwork ' Security
el | min =

| Monitor processes while SEB is running

Pemitted Processes  Prohibited Processes

Active 0s Executable Title [ Mlow switching ta third party applications (Mac)
[] Allow Flash to switch to fullscreen mode (Mac

D | Choose Application..

Selected Process
[ Active Title |SEE | [ lcon in taskbar
Description | | [ Autostart
[ Allow running in background
05 Executable |ﬁrefox.ea-:e | | | 1 AMlow userto select location of application
(Win__| Criginal Name |ﬁrefm:.exe | [ Force quit frisk of data loss)

Window handling process | |

Path |..f‘xu|mnnen" |

Arguments
=]

V tejto Casti moZete povolit’ alebo zakazat’ aplikacie, ktoré sa budu moct’ spust’at’ pocas aktivneho SEB. Vo vyssie uvedenom priklade je pocas skusky
povolené pouzivat iba FireFox.

Ked prepnete na kartu Prohibited Processes, zobrazia sa vSetky aplikacie, ktoré buda predvolene vypnuté, ked” je spusteny SEB. Aplikacie z tohto zoznamu
mozete pridat’ a odstranit’ kliknutim na tlac¢idla + alebo - pod zoznamom aplikacii. Zadajte spustitelny a povodny nazov aplikécie a pridajte ju do zoznamu
zakazanych procesov. Stac¢i kliknit’ na 'ubovol'nt aplikaciu v tomto zozname a zobrazit” priklad.




Sekcia Additional Resources

(sekcia zatial’ eSte nie je stiCast'ou najnovsej verzie SEB 3.0, ak potrebujete vyuzit’ jej funkcie, nainstalujte si SEB verziu 2.4)

¥ SEB Config Tool - C:\Users\user\Desktop\SebClientSettings_p.seb

File  Revert Settings  Use Settings

[+ | [ File P 4
_ ii | General f@ Config File User Interface ‘) Browser J? Down/Uploads

e

" Exam ::". A Applications

Addtional Resources

Tato sekcia obsahuje nastavenie webovych stranok alebo dokumentov, ktoré je mozné otvorit’ pocas testu.

Podrobné informaécie na stranke https://safeexambrowser.org/windows/win_usermanual en.html#AdditionalResource..



https://safeexambrowser.org/windows/win_usermanual_en.html#AdditionalResource

Sekcia Network

® s Config Teol - ChlUsers\user\DesktophSebClientSettings_p.seb

File  Revert Settings  Use Settings

= L ) ; | el o @ Network
“ﬂqﬁaﬂd %Corﬁgﬁe Userhafac& Browser ‘fDﬂm!Lblﬂads = Exam \Iﬁﬁppicdmns Additional Resources W

Fiter  Cerfficates Proxies

[] Activate URLfitteing | | Filter also embedded content

Active Regex Expression Action

+ o

Ak povolite prehliadanie na internete, mozete blokovat’ urcité webové stranky aktivovanim filtrovania adries URL. Staci kliknut’ na tlacidlo + a do pola
Expression pridat’ adresy URL, ktoré chcete blokovat’. Potom v poli Action vyberte moznost’ Block.




Sekcia Security

W SEB Config Tool - C:\Users\user\Desktop\SebClientSettings_p.seb

File  Revert Settings  Use Settings

[* ]| - File A 4
_ f | General ‘@ Corfig File User Interface ‘3 Browser Jr* Down/Uploads

SEB Service policy Kiosk Mode
‘ (@) Create new desktop

allow to run SEB without service
dizplay waming when service ig not nunning

(O) Disable Explorer Shell
(") None for debugging only)

allow to use SEB only with service

[J Alow to run inside virtual machine [] Enable screen capture / PrintScreen
[J Allow remcte session/screen sharing Use private clipboard
Logging

Enable logging

A 1Y P, . *,
{ Exam oA Applications Additional Resources @ Network é-.@ Security Registry E Hooked

mac(Q5 specific settings
Enforce minimal macQ5 version:
Disable app switcher when starting (Mac)
Force installation in Applications folder
] Allow to use Sir
[ Mlow to use dictation
Detect when SEB process was stopped
[] Mlow display mirmoring (affects also AirPlay Display)

Save logfile to... |

Use standard directory

Log file directory on Mac: |‘fDocumerrts

05 X 10.11 B Capitan -

[J Allow also user's ~/Applications folder

Maximum allowed number of connected displays |1 w

Use built-in displa

Tato sekcia obsahuje podrobné nastavenia o tom, ako spolo¢nost’ SEB blokuje funkcie systému stvisiace s bezpe¢nost'ou. Odporu¢ame ponechat’
prednastavené hodnoty. Podrobnejsie informacie - https://safeexambrowser.org/windows/win_usermanual_en.html#SecurityPane.



https://safeexambrowser.org/windows/win_usermanual_en.html#SecurityPane

Sekcia Registry

W SEB Config Tool - C\Users\user\Desktop\SebClientSettings_p.seb

File  Revert Settings  Use Settings

[= | N File P 4 [ [ ) T 1 o e .
i | General Config File wew Llser Interface | Browser Down,/Uploads I BExam % oA Applications Additional Resources ﬂ Network '&.,‘ Security 1l Redistry
B g i vy i

Options in the Windows Securty Screen invoked by Ctri-Alt-Del:
While running SEB

[] Enable Switch user

[] Enable Lock this computer
[] Enable Change a password
[] Enable Start Task Manager

[] Enable Log off
[] Enable Shut down

[] Enable VMware Client Shade
[] Enable Ease of Access

[] Enable network connection selector

Pri suasnom stlaceni klavesov Ctrl + Alt + Del sa otvori obrazovka zabezpecenia systému Windows. Na tejto obrazovke mozete otvorit’ Spravcu tloh,
odhlasit’ sa alebo dokonca vypnut pocitac.

Aby ste tomu zabranili, mézete zakazat’ vsetky tieto funkcie v zalozke Registry. Niektoré akcie, ktoré je mozné blokovat’, zahtiaji:

e prepinanie medzi pouzivatel'skymi i¢tami na pocitaci,
e odhlasenie / vypnutie poéitaca,
e spustenie Spravcu uloh.

V predvolenom scenari bezpecnosti st vsetky tieto akcie zakazané. Podrobné informacie na stranke
https://safeexambrowser.org/windows/win_usermanual_en.html#RegistryPane.



https://safeexambrowser.org/windows/win_usermanual_en.html#RegistryPane

Sekcia Hooked Keys

Special Keys

Enable Esc

] Enable Cir-Esc

[] Enable Alt-Fsc
Enable Alt-Tab

[] Enable Al-F4
Enable Right Mouse

] Enable PrirtScreen
[] Enable Alt-Mousewheel

B SEB Config Tool - C\Users\user\Desktop\SebClientSettings_p.seb

File  Revert Settings  Use Settings

& -l = File e P
i | Genera 09 Corfig File User Interface G Browser ‘”f Down/Uploads

Function Keys
Enable F1
Enable F2
Enable F3
Enable F4
Enable F5
Enable F&
Enable F7
Enable F8
Enable F§
Enable F10
Enable F11
Enable F12

ed

o 5 €2 rid e
{ Exam ° oA Applications Additional Resources  £77) Netwark ‘ég Security ﬂ.jt Registry Hooked Keys

Niektoré klavesy na klavesniciach maju $pecialne funkcie, vratane vSetkych funkénych klavesov. Ak chcete zablokovat vsetky akcie, ktoré mozu byt
vykonané pomocou tychto $pecialnych klavesov, ked’ je spusteny prehliada¢ SEB, aktivujte vol'by klavesov, ktoré chcete pocas skusky zakazat'.

Podrobné informécie na stranke https://safeexambrowser.org/windows/win usermanual en.html#HookedKeysPane.



https://safeexambrowser.org/windows/win_usermanual_en.html#HookedKeysPane

